NIC, M.P State Centre, Bhopal [M.P] - 462 004 Network Communication Division and IDC & Web Division

Firewall Rule Entry Request Form (For Reference Purpose Only)

To be submitted Online (https://security.nic.in/firewall) by the Concerned NIC Person

1. HoD/SIO Details [NIC Officer Only]

1.1 Name of Group : | Bhopal Appears Automatically

1.2 Select HoD/SIO : Select from Drop-down
Menu/Search

1.3 E-mail of HoD/SIO : Appears Automatically

1.4 Mailing Address : Appears Automatically

1.5 Phone of HoD/SIO : To be Entered

2. Server Details

2.1 Functionality of the : To be Entered
Server
2.2 0/S of the Server : Select from Drop-down Menu
2.3 [P Type : Select from displayed options
2.4 Server IPs : | Private [P To be Entered
Public IP
2.5 Select Data Centre : Select from Drop-down Menu

(where Server is Hosted)

3. Rules
3.1 PublicIP Rule to Access from Server to Outside Systems
From To Services Ports No. Reason for | Protocol From Time | To Time Days (All Controls
or Port Opening (TCP,UDP, | (Hrs) (Hrs) or Specific) | (Add Rule)
Range as Port ICMP, GRE, 01 to 24 01 to 24
(41596 - Other)
41599)

3.2 PublicIP Rule to Access from Outside Systems to Server

From To Services Ports No. Reason for | Protocol From Time | To Time Days (All Controls
or Port Opening (TCP, UDP, | (Hrs) (Hrs) or Specific) | (Add Rule)
Range as Port ICMP, GRE, | 01to 24 01 to 24
(41596 - Other)
41599)

3.3 Private IP Rule to Access from Server to Outside Systems

From To Services Ports No. Reason for | Protocol From Time | To Time Days (All Controls
or Port Opening (TCP, UDP, | (Hrs) (Hrs) or Specific) | (Add Rule)
Range as Port ICMP, GRE, 01 to 24 01 to 24
(41596 - Other)
41599)
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3.4 Private IP Rule to Access from Outside Systems to Server

From To Services Ports No. Reason for | Protocol From Time | To Time Days (All Controls
or Port Opening (TCP, UDP, | (Hrs) (Hrs) or Specific) | (Add Rule)
Range as Port ICMP, GRE, | 01to 24 01 to 24
(41596 - Other)
41599)
4. Security Strength of the Server
4.1 Server Scanned for Yes/No | ID Date
Vulnerabilities
4.2 Application Security | Yes/No | ID Date
Audit Cleared
4.3 Emergency Hosting Yes/No | ID Date
Required
4.4 Temporary Hosting Yes/No | From Date To Date
Required
5. Server Administrator or Project Coordinator Details [NIC Person Only]
51 Name Appears Automatically
5.2 E-mail Appears Automatically
5.3 Telephone To be Entered
5.4 Intercom To be Entered

Note: - This Form to be used for Information gathering and for further reference purpose while submitting Online

Firewall Rule Request through https:

securi

.nic.in /firewall.
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